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deep fakes
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Where            learning meets 
the generation of          

deep
fakes
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「frontal portrait 
shot of Emma 

Watson...」Text-to-Image
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「Welcome to all 
attendees of the 

German...」Synthetic 
Audio TTS
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Lip Sync

Synthetic 
Audio
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Face Swap
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Large Language 
Models make it 
possible to 
generate
                  
                              .
interactive
conversations

I am super excited to present at the 
German OWASP Day.

That’s awesome! Presenting at the 
German OWASP Day is a big deal. 

What’s your presentation about?

It will be about the security
implications and threats posed by
deepfakes.

That’s really important. Deepfakes 
can definitely pose serious
security threats. Your presentation 
will be enlightening! 
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Large Language 
Models make it 
possible to 
build                 
          .

social 
bots
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U gotta try out some #dubai 
#chocolate 

THE WORLD IS GOING TO END IN 
10 DAYS



FACING REALITY? LAW ENFORCEMENT AND THE CHALLENGE OF DEEPFAKES 
Europol Innovation Lab, 2023

「Experts estimate that as much as 
90 percent of online content may be 

synthetically generated by 2026」
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DETECTING “DEEPFAKES” IN H.264 VIDEO DATA USING COMPRESSION GHOST ARTIFACTS
Frick et al., 2020
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The bad, 
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the good, The bad, 
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From forensics to counter-forensics
and the ugly. the good, The bad, 
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Evasion Attacks Against Deep Fake Detectors
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Evasion Attacks Against Deep Fake Detectors

17



Evasion Attacks
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Transferability of Evasion Attacks

19



Transferability of Evasion Attacks
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Evasion Attacks against IDS
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Visual Prompt Injection
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AI Compliance
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AI Compliance
Laws

• EU AI Act
• Canada AIDA
• USA Executive Order

• India DIA
• UK DSIT
• Brazil AI Legal Framework
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AI Compliance
Laws

• "AI must be safe and secure."
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AI Compliance
Standards
• ISO 27090

• ISO/IEC TR 24029

• ISO/IEC TR 24028

• ENISA Securing Machine Learning 
Algorithms
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AI Compliance
Guidelines
• OWASP AI Exchange

• OWASP LLM Top 10

• OWASP ML Top 10

• OpenCRE

• MITRE Atlas
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Detection Approaches
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Detection Approaches
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Detection Approaches
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Conclusions

• Dark Side of AI
oDeepfakes, Social Bots/Botnets

• Attacks against AI
oEvasion, Prompt Injection

• AI Compliance
o Laws, Standards, Guidelines

• Protective Measures
oDetectors

31



Questions?
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Answers!
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